
Vol.25 No.4                   JOURNAL OF ELECTRONICS (CHINA)                      July 2008 

RESEARCH OF FAST MODULAR MULTIPLIER FOR A CLASS OF 
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Abstract A new structure of bit-parallel Polynomial Basis (PB) multiplier is proposed, which is 
based on a fast modular reduction method. The method was recommended by the National Institute 
of Standards and Technology (NIST). It takes advantage of the characteristics of irreducible polyno-
mial, i.e., the degree of the second item of irreducible polynomial is far less than the degree of the 
polynomial in the finite fields GF(2m). Deductions are made for a class of finite field in which trino-
mials are chosen as irreducible polynomials. Let the trinomial be + +1,m kx x where 1 k≤ ≤  

/2 .m⎡ ⎤⎢ ⎥ The proposed structure has shorter critical path than the best known one up to date, while 
the space requirement keeps the same. The structure is practical, especially in real time crypto-
graphic applications.  

Key words Fast modular multiplication; Bit-parallel multiplier; Trinomials 

CLC index   TN918.4; TN402 

DOI  10.1007/s11767-006-0257-4 

I. Introduction  
Finite field operations have been applied 

widely in cryptography, such as Elliptic Curve 
Cryptography (ECC). The most time-consuming 
step of ECC operation is the point multiplication. 
To speed the operation, some algorithms have 
been proposed. Montgomery scalar method is one 
of them, which divides point multiplication into 
modular multiplication, modular square and modu- 
lar addition in [1]GE(2 ) .m Among them, modular 
multiplication is found to be the one that has the 
most significant influence on computation speed 
in GF(2 )m for ECC.  

Many multipliers over GF(2) have been pro-
posed[2–10]. They can be categorized into three 
classes according to different bases: Polynomial 
Basis (PB) multiplier[6,10], Normal Basis (NB) 
multiplier[9] and Dual Basis (DB) (or sometimes 
weakly dual basis) multiplier[8]. An efficient 
modular multiplication algorithm was introduced 
in Ref.[11], which fits for the fields generated by 
polynomials such as ( ) 1m kf x x x= + + with 
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[ ]deg ( ) .T x m<< Based on Ref.[11], let ( ) kT x x=  
+1 a modified modular multiplier in GF(2 )m is 
presented in this paper. The results show that the 
proposed multiplier can achieve faster computa-
tion speed than any other multipliers using poly-
nomial basis for fields generated by trinomials 
( ) + +1,m kf x x x= where /2 ,k m⎡ ⎤≤ ⎢ ⎥ within the 

same area cost. 

II.   An Efficient Modular Multiplication 
There are many algorithms implementing 

modular multiplication. Besides the widely used 
methods such as Montgomery algorithm, some 
fast approaches are developed for certain types of 
irreducible polynomials. The National Institute of 
Standards and Technology (NIST) recommended 
a fast modular multiplication which is as fol-
lows[11]:  
Algorithm 1  Fast modular multiplication over 
GF(2 )m  

Input  1 2 1 0

1 2 1 0

( ) ( , , , , );

( ) ( , , , , );

( ) ( ), where deg[ ( )] ;

m m

m m

m

A x a a a a

B x b b b b

f x x T x T x k

− −

− −

⎧ =⎪⎪⎪⎪⎪ =⎨⎪⎪⎪ = + =⎪⎪⎩

 

Output ( ) ( ) ( )mod ( )C x A x B x f x= ; 

( ) ( ) ( ) ( ) ( );m
h lC x A x B x C x x C x= = +'       

while ( ( ) 0){hC x ≠  

  ( ) ( ) ( ) ( )h lC x C x T x C x= +'          
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}
( ) ( );

( ) ( ), ( ) ( )

l

l l

m

h

h h

C x x C x

C x C x C x C x

= +

= =

' '

' '

　　　　　

　　　　　
 

return ( ) ( )C x C x= '  

The iteration time L can be computed under 
the fact that the degree of most significant bit 
changed from n to n m k− + after an iteration, 
i.e., the reduced degree is .P m kΔ = − To get Ch 
= 0, L should fulfill the inequalities:  

1n L P m− Δ ≤ −        (1) 

( 1)n L P m− − Δ ≥             (2) 

According to Eq.(1) and Eq.(2), the integer 
L’s range is acquired:  

( 1)/( ) ( )/( )n m m k L n k m k− + − ≤ ≤ − −    (3) 

It can be proved easily that only one integer is 
contained among the range of [( 1)/n m− +  

( )( ), /( )].m k n k m k− − − The integer was  

1
n m

L
m k
−⎢ ⎥

= +⎢ ⎥
⎢ ⎥−⎣ ⎦

       (4) 

III.    Modular Multiplier in GF(2m) 
According to Section II, the fast modular algo-

rithm consisted of two computation parts: multi-
plication and modular reduction. Algorithm 1 is 
decomposed into partial multiplication and inte-
grated modular reduction for the following deduc-
tion work. In the rest of the paper, we concentrate 
on the irreducible trinomials ( ) = + +1.m kf x x x  

1. Partial multiplication in Algorithm 1  

The polynomial basis representations of A(x) 
and B(x) can be written as:  

1

0

1 2
1 2 1 0

1

0

1 2
1 2 1 0

( )

( )

m
i

i
i

m m
m m

m
i

i
i

m m
m m

A x a x

a x a x a x a

B x b x

b x b x b x b

−

=

− −
− −

−

=

− −
− −

=

= + + + +

=

= + + + +

∑

∑
 

Thus, ( )= ( ) ( )C x A x B x' can be achieved as fol-
lows:  

1 1

0 0

2 2

0

( ) ( ) ( )

( )

m m
i i

i i
i i

m
i

i
i

C x A x B x

a x b x

c x x

− −

= =

−

=

=

⎛ ⎞⎛ ⎞⎟ ⎟⎜ ⎜= ⎟ ⎟⎜ ⎜⎟ ⎟⎜ ⎜⎟ ⎟⎝ ⎠⎝ ⎠

=

∑ ∑

∑

'

'    (5) 

where ic' is in the form of  

0

1

1

, 0 1

( )
, 2 2

i

j i j
j

i m

j i j
j i m

a b i m

c x
a b m i m

−
=

−

−
= − +

⎧⎪⎪ ≤ ≤ −⎪⎪⎪⎪= ⎨⎪⎪ ≤ ≤ −⎪⎪⎪⎪⎩

∑

∑
'      (6) 

For this partial multiplication, 2bitm multi-
plications and 2( 1) bitm − additions are required, 
which is shown in Tab.1. Assume that AND gate 
is two-input with time delay ,aT XOR gate is two- 
input with time delay .xT From Tab.1, the maxi-
mal time delay of AND gate network is .aT  

Tab.1  Complexity and time delay of AND gate network and XOR gate number required for partial multiplication 

Coefficients of ( )C x′  
Number of AND gates 

used 

Number of XOR 

gates required 

AND network time 

delay 

0 0 0
'c a b=  1 0 Ta 

    

0
, 0 1

i
'
i j i jj

c a b i m−=
= ≤ ≤ −∑  1i +  i Ta 

1

1
, 2 2

m
'
i j i jj i m

c a b m i m
−

−= − +
= ≤ ≤ −∑  2 1m i−( + )  2 ( 2)m i− +  Ta 

    

2 2 1 1
'

m m mc a b− − −=  1 0 Ta 

Total m2 (m－1)2 Ta 
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2. Integrated modular reduction in Algorithm 1  
According to Section II, to complete modula 

reduction, the iteration time L equals 
( )/( ) 1.n m m k⎢ ⎥− − +⎣ ⎦ Let n be its maximum case, 

i.e. 2 2,n m= − then 

2
1

m
L

m k
−⎢ ⎥

= +⎢ ⎥
⎢ ⎥−⎣ ⎦

             (7) 

While k ranges from 1 to 1,  m L− changes 
according to the following equations:  

1,  = 1

= 2, 2
2

3, � 1 1
2

k

m
L k

m
k m

⎧⎪⎪⎪⎪⎪⎪⎪ ⎡ ⎤⎪ ≤ ≤ ⎢ ⎥⎨⎪ ⎢ ⎥⎢ ⎥⎪⎪⎪ ⎡ ⎤⎪≥ + ≤ ≤ −⎪ ⎢ ⎥⎪ ⎢ ⎥⎢ ⎥⎪⎩

     (8) 

Three cases of Eq.(8) should be considered 
separately. However, the demand of irreducible 
polynomial for ECC determines that k is always 
far less than /2m⎡ ⎤⎢ ⎥

[11]. So, only two cases are 
considered below. 
Case 1  If k = 1, i.e., only one iteration is needed 
to complete modular reduction. Let 

( ) ( )( 1) ( )mod ( )h lC x C x x C x f x≡ + +'      (9) 

We can acquire  

(

)

( ) (
) ( )

( )

2 3
2 2 2 3 1

2 3
2 2 2 3

1
1 1

1 0

1
1 2 2 2 2 2

2
2 3 1 1

0

( ) m m
m m m

m m
m m m

m
m m m

m
m m m m

m
m m m

m

C x c x c x c x

c c x c x

c x c x c x

c x c

c c x c c

c x c c c x

c c

− −
− − +

− −
− −

−
+ −

−
− − − −

−
− +

= + + +

+ + + +

+ + + +

+ +

= + + +

+ + + + +

+ +

' ' '

' ''

' ''

' '

' ' ' '

' '' '

' '  (10) 

Just like Tab.1, numbers of XOR gates and 
delays of XOR gate network are shown in Tab.2. 
Note that the XOR gate network includes XOR 
gates both in Tab.1 and Tab.2. Outputs of the 
AND gates can be used more than one time, so 

2m AND gate network can provide all inputs 
needed by XOR gate network under this method. 
An example is given to explain the organization of 
AND and XOR gates in the next section. 

Tab.2  Complexity and time delay on computing mC x A x B x x x= + +( ) ( ) ( )mod ( 1)  

Coefficients of C(x) Number of extra 

XOR gates 
XOR Time delay 

　　

0 0

0 0 1 1 2 2 1 1

 

 

m

m m m

c c c

a b a b a b a b− − −

= +

= + + + +

' '

 1 2log xm T⎡ ⎤⎢ ⎥  

　　

1 1 1

0 1 1 0 2 1 1 2 1 1

1 1  

m m

m m m

m

c c c c

a b a b a b a b a b

a b

+

− − −

−

= + +

= + + + + +

+ +

' ''

 2 2log (2 1) xm T⎡ ⎤−⎢ ⎥  

　　

2 2 2 1

0 2 1 1 2 0 3 1 1 3

2 1 1 2

 

 

m m

m m

m m

c c c c

a b a b a b a b a b

a b a b

+ +

− −

− −

= + +

= + + + + +

+ + +

' ' '

 2 2log (2 2) xm T⎡ ⎤−⎢ ⎥  

   

　　

1 1 2 2

0 1 1 0 1 1

m m m

m m m m

c c c

a b a b a b

− − −

− − − −

= +

= + + +

' '

 1 2log ( 1) xm T⎡ ⎤+⎢ ⎥  

Total 2 2m −  2log (2 1) xm T⎡ ⎤−⎢ ⎥⎢ ⎥  

As a conclusion, implementation of ( )C x =  
( ) ( )mod( 1)mA x B x x x+ + needs extra (2 2)m −  

XOR gates besides those needed in Tab.1. The 
maximal time delay of XOR gate network was 

2log (2 1)m⎡ ⎤−⎢ ⎥⎢ ⎥ Tx. The time delay of modular multi-
plication of this multiplier is 2+ log (2 1) .a xT m T⎡ ⎤−⎢ ⎥  
Case 2  If 2 /2 ,k m⎡ ⎤≤ ≤ ⎢ ⎥ according to Eq.(8), 
two  iterations are needed to compute modular 
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reduction. They are deducted below to get the 
expressions of ci.  
Step 1  

( )= ( )( +1)+ ( ) mod ( ) k
h lC x C x x C x f x'    (11) 

(
)

(
)( ) (

) (

2 3
2 2 2 3

2
1 2 2

3
2 3 1

1 2
1 2 1 0

2 3
2 2 2 3

1
2 2 1 1 2 2

2
2 2 2 1

( ) m m
m m

m
m m m

m k
m m m

m m
m m

m k m k
m m

m m
m k m k m m k

m
m m m

C x c x c x

c x c c x

c x c x c x

c x c x c x c

c x c x

c x c c x c

c c x c

− −
− −

−
+ −

−
− +

− −
− −

+ − + −
− −

−
− − − − − −

−
− − +

= + +

+ + +

+ + + +

+ + + + +

= + +

+ + +

+ + + +

+

' ' '

' ' '

' ' '

' ' ' '

' '

' ' ' '

' ' '

　

) ( )
( ) ( )
( )

1
1 1

1
1 1 1 1

0 (12)

k k
m k k m m k k
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m k k m

m

c c x c c c x
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+
+ + + +

−
+ − − +

+ + + +

+ + + + +

+ +

' ' ' ' '

' ' ' '

' ' 　　　　　　　　　　　　  

Step 2  
2 3

2 2 2 3

2

( ) k k
h m m

m k

C x c x c x

c

− −
− −

−

= +

+ +

' ' '

'      (13) 

( ) (
) (
) ( )

( )
( )

( )

1
2 1 1 2 2 2 2

2
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1
1

1
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0
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m
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k m m k k
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m k k

m

m
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c x c c

c x c c c x
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−
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−
− + + +

+
+ +

−
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+
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+ + + +

+ + + +

+ +

+ + +
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' ' ' '

' '

' '

' ' (14) 

The final result C(x) fulfills the expression be-
low:  

( )

2 3
2 2 2 3 2

1
2 1 1 2 2 2 2
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2 1 1 1

1
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1 1 0

2 1 1

( ) ( )( 1)

(

) ( ' )
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( ) ( )

( )
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m
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m
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−
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− +
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−
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+
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= + + + +

+ + + +
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' ' '
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(
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m k m

m
m m m k m k

c c

c x c c c

−
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−
− − − − + −

+ +

+ + + + +

' '

' ' ' '

 

2 2
2 2 2 3 3 2 3

2 3
2 3 2

1
1 1 2 2

2 2 2 2 1

1 1 2 0

) (

) (

) ( ) (

) (

) ( )

k
k m m k m k

k
k m k m m k

k k
k m k k m

m k k k m k

m m k m

c x c c c

c x c c c

c x c c x c

c c x c

c c x c c c

−
− − + − + −

−
− − +

−
+ − − −

+ − − − − +

+ −

+ + + +

+ + + + +

+ + + +

+ + + +

+ + + + +

' ' ' '

' ' ' '

' ' ' '

' ' '

' ' ' ' '  (15) 

As the same manner in Case 1, number of 
XOR gates and time delay of XOR gates network 
are shown in Tab.3. Since four addition items are 
included from 2k m k m m k kc c c c c− += + + +' ' ' ' to 2 2kc −  

2 2 2 2 2 2 2m m k m k kc c c c− + − + − −= + + +' ' ' '  and the first two 
of them are the same as those in 0 2m k mc c c−= +' '  

0c+ ' to 2 2 2 2 2,k m m k kc c c c− − + − −= + +' ' ' two more XOR 
gates are needed. Thus, the maximal time delay of 
XOR gate network is 2log (2 2) ,xm k T⎡ ⎤+ −⎢ ⎥ which 
occur at .kc Because /2,k m< the time delay of 
the multiplier is less than 2log (5 /2 2) ,a xT m T⎡ ⎤+ −⎢ ⎥  
i.e., 2( log (5 /8 1/2) 2) .a xT m T⎡ ⎤+ − +⎢ ⎥  

IV.   The Multiplier Architecture 
From Tab.1, Tab.2 and Tab.3, a bit-parallel 

modular multiplier with AND gate network and 
XOR gate network are constructed. AND gate 
network consists of 2m two-input AND gates. 
XOR gates network consists of 2 1m −  XOR 
gates. To locate these XOR gates, some rules 
should be obeyed: (1) Items of mc' to 2 2mc −

' should 
be added into one item before they were added to 
others in Case 1; (2) The coefficients pair ful-
fill ( ), [ , 2]i i m kc c i m m k+ −+ ∈ + − should be added 
into one item first in Case 2.  

As an example, the circuits to build the 
modular multiplier in GF(24) are shown in Fig.1, 
where 4( ) 1.f x x x= + + From Tab.1 and Tab.2, 
the AND gate network and XOR gate network 
are built, which consists of 16 AND gates and 15 
XOR gates. Deductions are followed bellow. 

( )0 0 4 0 0 1 3 2 2 3 1

1 1 5 4 0 1 1 0 2 3

3 2 1 3 2 2 3 1

2 2 6 5 0 2 1 1 2 0

3 3 2 3 3 2

3 3 6 0 3 1 2 2 1 3 0 3 3

c c c a b a b a b a b

c c c c a b a b a b

a b a b a b a b

c c c c a b a b a b

a b a b a b

c c c a b a b a b a b a b

⎫⎪= + = + + + ⎪⎪⎪⎪= + + = + + ⎪⎪⎪⎪+ + + + ⎪⎪⎬⎪= + + = + + ⎪⎪⎪⎪+ + + ⎪⎪⎪⎪= + = + + + + ⎪⎪⎭

' '

' ' '

' ' '

' '
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It is checked that the total time delay is  

2log (2 2)a xT m k T⎡ ⎤+ + −⎢ ⎥              
2log (8 1 2)

3
a x

a x

T T

T T

⎡ ⎤= + + −⎢ ⎥
= +

 

Tab.3  Complexity and time delay on computing m kC x A x B x x x= + +( ) ( ) ( )mod ( 1), where ⎡ ⎤⎢ ⎥k m≤ ≤2 /2  and 
m ≥ 4  

Coefficients of C(x) Extra XOR gates 
XOR time 

delay 

0 0m k mc c c c−= + +' ' '  2 2log ( 1) xm k T⎡ ⎤+ −⎢ ⎥  

1 2 1 1 1m k mc c c c− + += + +' ' '  2 2log ( 2) xm k T⎡ ⎤+ −⎢ ⎥  

   

1 1 1k m k kc c c− + − −= +' '  1 2log xm T⎡ ⎤⎢ ⎥  

2k m k m m k kc c c c c− += + + +' ' ' '  2 2log (2 2) xm k T⎡ ⎤+ −⎢ ⎥  

1 2 1 1 1 1k m k m m k kc c c c c+ − + + + + += + + +' ' ' '  2 2log (2 4) xm k T⎡ ⎤+ −⎢ ⎥  

   

1 2 1 1m m k mc c c− − + −= +' '  1 2log ( ) xm k T⎡ ⎤+⎢ ⎥  

Total 2 2m −  2log (2 2) xm k T⎡ ⎤+ −⎢ ⎥  

 

 
Fig.1  Bit-parallel modular multiplier in GF(24) 

V.   Comparisons 
A comparison of different implementations of 

bit-parallel multiplier in the class of fields gener-
ated with irreducible trinomials in terms of gate 
number and the multiplication time delay is listed 
in Tab.4. These multipliers chosen represent the 

best performance to date using polynomial basis 
and weakly dual basis. Since the multiplier pro-
posed is designed for cryptographic applications, 
we concentrated on the case /2k m< in trinomial 

( )  1.m kf x x x= + + The results show that the 
time delay of multiplier presented is equal to 
other multipliers when k = 1, and less than that 
of other multipliers when 1 /2,k m< ≤ with the 
same number of AND gates and XOR gates. 

VI.   Conclusions 
Based on the fast modular multiplication in 

GF(2m) recommended by the NIST, a new struc-
ture of multiplier is proposed. It has less time de-
lay than other multipliers with the same number 
of gates for the class of fields generated by irre-
ducible trinomials, especially in ECC where the 
second lowest degree of the trinomials is often 
much less than the degree of the field. The struc-
ture is practical, especially in real time crypto-
graphic applications.  

Future work will involve the fields generated 
with irreducible pentanomials and improving per-
formance when the second highest degree k is lar-
ger than half of the field degree, i.e., k >m/2. 
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Tab.4  Gate number and multiplication time delay comparisons  

Proposals Trinomials 
Number 

of AND 

gates 

Number of 

XOR gates 
Modular multiplication time delay 

Weakly Dual Basis[8] 2m  
2 1m −  ( )2log 1a xT m T⎡ ⎤+ +⎢ ⎥  

PB Mastrovito[6] 2m  
2 1m −  ( )2log 1a xT m T⎡ ⎤+ +⎢ ⎥  

PB Montgomery[5] 2m  
2 1m −  ( )2log ( 2) 2a xT m T⎡ ⎤+ − +⎢ ⎥  

PB conventional[10] 2m  
2 1m −  ( )2log ( 2) 2a xT m T⎡ ⎤+ − +⎢ ⎥  

The proposed 

( )  1mf x x x= + +  

2m  2 1m −  ( )2log (2 1)a xT m T⎡ ⎤+ −⎢ ⎥  

Weakly Dual Basis[8] 2m  
2 1m −  2

1
log 2

2a x

m k
T T

⎛ ⎞⎡ ⎤⎡ ⎤+ − ⎟⎜⎢ ⎥+ + ⎟⎢ ⎥⎜ ⎟⎜ ⎟⎢ ⎥⎢ ⎥⎝ ⎠⎢ ⎥⎢ ⎥
 

PB Mastrovito[6] 2m  
2 1m −  ( )2log 2a xT m T⎡ ⎤+ +⎢ ⎥  

PB Montgomery[5] 2m  
2 1m −  ( )2log ( 2) 2a xT m T⎡ ⎤+ − +⎢ ⎥  

PB conventional[10] 2m  
2 1m −  ( )2log ( 1) 2a xT m T⎡ ⎤+ − +⎢ ⎥  

The proposed 

( ) 1,  

1 /2

m kf x x x

k m

= + +

< <

2m  
2 1m −   2

5 1
log 2

8 2a xT m T
⎛ ⎞⎡ ⎤⎛ ⎞ ⎟⎜ ⎟⎜⎢ ⎥< + − + ⎟⎜ ⎟⎜ ⎟⎟⎜ ⎟⎜ ⎝ ⎠⎢ ⎥⎝ ⎠⎢ ⎥
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