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Abstract
Recent years have seen rapid development and deployment of Internet-of-Things (IoT) applications in a diversity of
application domains. This has resulted in creation of new applications (e.g., vehicle networking, smart grid, and wearables)
as well as advancement, consolidation, and transformation of various traditional domains (e.g., medical and automotive).
One upshot of this scale and diversity of applications is the emergence of new and critical threats to security and privacy: it
is getting increasingly easier for an adversary to break into an application, make it unusable, or steal sensitive information
and data. This paper provides a summary of IoT security attacks and develops a taxonomy and classification based on the
application domain and underlying system architecture. We also discuss some key characteristics of IoT that make it difficult
to develop robust security architectures for IoT applications.
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1 Introduction

The early years of the Internet-of-Things (IoT) primarily
involved data communication through machine to machine
(M2M) interactions [1]. However, the concept has evolved
rapidly to include human interactions as well, ushering
in an era of Internet-of-Everything (IoE). Today, our
world includes billions of sensors and computing devices
that are continually sensing, collecting, consolidating, and
analyzing significant amount of our personal information.
Such information may include our location, contact list,
browsing patterns, and health and fitness information.
The sensing, collecting, and propagating of such intimate
personal data by computing devices is primarily motivated
by convenience: as devices get smarter, they can react
better to our needs, wishes, and even moods (e.g., a home
thermostat can adjust temperature based on number of
occupants, time of day, day of week, season of year, etc.)
and handle emergencies (e.g., a home security system can
react to a fire or break-in). Unfortunately, this convenience
comes at the expense of security and privacy challenges:
the private, personalized information, if accessible to an
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unauthorized, malicious agent, can result in significant
damage to our wealth, reputation, and personal security. In
addition to our own personal data, these devices also include
assets introduced by their manufacturers at various stages
during their production supply chain. These include fuses,
firmware, and debug modes. Unauthorized access to these
assets can result in loss of millions of dollars in stolen
intellectual properties, as well as potentially dangerous
misuse of the assets. With the ubiquitous deployment
of these devices, such security vulnerabilities can be
catastrophic.

The point of computing devices having such potentially
catastrophic vulnerabilities is not merely academic. It
can happen—unfortunately too easily in practice. There
have been numerous demonstrations of attackers being
easily able to inject malicious code directly into wearable
devices by using programming interface and then acquire
sensitive data of users [2]. There have been demonstrated
attacks on implantable medical devices, such as implantable
cardioverter defibrillator (ICD) [3], which seriously threaten
the patient’s life safety. Attacks in industry and urban
infrastructure also show an increasing trend. In the field of
automotive embedded systems, more and more electronic
devices and embedded devices are used in many high-end
automobiles. The attacker can gain control of the car due
to the lack of security protection in these devices, such as
electronic control unit (ECU) attack [4]. This would have
a serious security threat to the driver. Attacks on urban
infrastructure can affect the social order, such as attacks on
transportation and logistics.

In this paper, we consider the spectrum of challenges,
approaches, and practice in IoT security. IoT security is
unique in many respects and introduces diverse challenges
different from those in security assurance of other
computing devices such as desktops, laptops, servers, or
even mobile devices [5, 6]. We develop two taxonomies of
security attacks specifically for the IoT regime. The first
taxonomy introduces attacks on the four-layer architecture
of IoT (perception layer, network layer, middleware
layer, application layer). Based on this taxonomy, we
systematically analyze the security threats and privacy
issues on every layer of IoT. The attacks can occur in
each layer, and we need to provide protection for the entire
IoT structure, not just for the specific technology. Another
taxonomy of IoT security and vulnerabilities is based on
different application scenarios. This provides an analytical
basis for the protection of different IoT applications.

The rest of the paper is organized as follows. Section 2
presents the four-layer architecture of IoT we used to
analyze security threats and privacy issues. Section 3
describes the attacks based on IoT architecture, and
Section 4 elaborates on a number of attack scenarios. We
analyze some challenges in IoT security in Section 5. In

Section 6, we analyze the design security framework and
security mechanism from the perspective of IoT security
requirements. We conclude in Section 7.

2 Generic IoT Architecture

Internet-of-Things architecture can be conveniently viewed
as an abstraction of several hierarchical layers. Three key
layers in the abstraction are the application layer, the net-
work layer, and the perception layer. The technologies of
each layer are different, even though the technology used
by the device of the same layer may be heterogeneous.
The devices and technology in the Internet-of-Things are
used to provide a diversity of services, each with its own
requirements, constraints, and trade-offs. Furthermore, the
technologies and devices themselves are highly heteroge-
neous. This makes their management a difficult and com-
plex enterprise. To address this challenge, a middleware
layer is also sometimes added to manage different types
of service, shielding the underlying implementation details.
The task of the middleware layer is to collect information
from the network layer and store them into the cloud and
database. Besides, the middleware layer also provides data
processing ability. The four-layer architecture of the IoT
constituted by the above factors is used in this paper, and
this architecture can be applied to the actual application
development. Figure 1 describes the four-layer architecture
of the IoT and the corresponding technologies in each layer.
In this section, we discuss the functionality of these layers
to motivate their unique security needs.

2.1 Application Layer

The application layer is the social division of the Internet-of-
Things, combining with the industry demand and realizing
extensive intellectualization [7, 8]. This layer implements
different applications for different scenarios. This layer is
used to manage and process data from the middleware layer,
also providing quality service to the final user [9]. The
problem of application layer mainly occurs in the operation
of sensitive data, such as illegal access to data, malicious
modification of data, and the lifetime of permission [10].
Attackers can exploit code vulnerabilities to attack systems
to gain sensitive data and modify it.

2.2 Middleware Layer

The middleware layer obtains data from the network layer,
links the system to the cloud and database, and performs
data processing and storage [7–10]. With the continuous
development of cloud computing and IoT, middleware
layer can provide more powerful computing and storage
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Fig. 1 Four-layer architecture of
IoT

capabilities. Meanwhile, this layer provides APIs to meet
the demands of the application layer. Database security and
cloud security are the main issues in the middleware layer,
which affect the quality of service in the application layer.

2.3 Network Layer

This layer is responsible for the connectivity of the IoT
infrastrcuture [7–9]. It also collects data from the perception
layer and transmits it to the upper layer. The transmission
medium can be wired or wireless, and the main technologies
are ZigBee, WiFi, Bluetooth, 3G, and so on [11, 12].
Attacks on the network layer are diverse, typically affecting
coordination of work and information sharing among
devices [10].

2.4 Perception Layer

The perception layer aims at identifying objects and col-
lecting target information, and transforms the information
into digital signals [7, 8, 13]. The key technologies of this
layer are RFID tags, cameras, sensors, wireless sensor net-
work (WSN), and so on. The technology of perception layer
is affected by energy and computing power [9, 14]. At the
same time, a sensor device may be working in a hostile
environment and can be easily destroyed (intentionally and
unintentionally). This has direct effect on the efficiency of
the entire system. The main challenge for this layer is the
malicious attack on the sensor and identification technology,
which interferes with the collection of data [10, 15].

3 IoT Attack Taxonomy Based
on Architecture

We now turn to analysis of the IoT attacks and secu-
rity/privacy issues based on the four-layer architecture
described above. Figure 2 presented the attack classifica-
tion. In this section, we elaborate on the key vulnerability
sources and mitigation challenges.

3.1 Application Layer

The attacks in the application layer mainly target (unautho-
rized) access of sensitive data of the user. Attackers typically
exploit the vulnerabilities of programs and application (e.g.,
code injection, buffer overflow), or unauthorized access to
attack. One approach for an unauthorized agent to obtain
the same permission as legitimate users is through counter-
feiting identity. In addition to these attacks, the application
layer is also threatened by viruses, worms, and Trojans.
Furthermore, other malicious programs (Rootkit, spyware,
adware, etc.) also undermine the privacy of users.

3.1.1 Code Injection

This attack entails introduction of malicious code into the
system by exploiting program errors [7, 16]. Code injection
can be used for a variety of purposes, e.g., to steal data,
get system control, and to propagate worms [10, 17]. The
common attacks include shell injection and HTML script
injection. This type of attack can cause the system to lose
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Fig. 2 IoT attacks based on architecture

control and compromise the user’s privacy to the attacker,
or even to a complete system shutdown.

3.1.2 Buffer Overflow

This attack entails violation of the bounds of code or
data buffer by exploiting program vulnerabilities. Many
programs work with a pre-defined memory layout for
containing code and data segments. The attacker writes
a long sequence of data to a specified area, resulting in
overflow of the sequence past its pre-defined region of
residence. The result can be modification of other data
(e.g., when the sequence encroaches the data region of
another data buffer), execution of malicious code (e.g.,
by encroaching into a code segment), and destruction of
the program control flow. Common approaches include
stack/heap-based buffer overflow, format string attack,
integer error, and double free [16, 18, 19]. Buffer overflows
represent one of the most common attacks on software
and applications. For example, WellinTech KingView
6.53 HistorySvr, an industrial automation software, was
threatened by a heap buffer overflow vulnerability [18].
Further, there have been demonstrations showing how
this type of attack can enable an unauthorized agent to
gain administrator privileges and execute arbitrary code
[19].

3.1.3 Sensitive Data Permission/Manipulation

This type of attack refers to illegal access and manipulation
of sensitive data, thereby violating user privacy [20–22].
This attack usually exploits design flaws in permission
model [23]. There have been demonstrations of attackers
exploiting vulnerabilities in the permission model to
control applications in smart homes, causing problems
such as break-in and theft [20]. Moreover, previous work
[21] analyzed the events used to communicate between
SmartApp and SmartDevice. Note that SmartApps and
SmartDevices represent a particularly vexing problem to
data security. A SmartDevice sends sensitive data to
SmartApp using events; SmartApp uses events to monitor
SmartDevice. However, due to the lack of sufficient
protection of the event, this may cause leakage of the event
and even cause more serious harm to the user. Additionally,
due to the lack of adequate protection for user input, the
privacy of users may be violated [23]. In order to solve the
above problems, a framework has been proposed to protect
sensitive data by declaring intended data flow patterns [22].

3.1.4 Phishing Attack

In this type of exploits, an attacker pretends to be a real
user or legitimate institution to obtain sensitive information
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about the users, such as passwords and credit card details
[7, 24]. The common medium for this attack is email, where
sensitive information has been acquired by an attacker when
users open the mail.

3.1.5 Authentication and Authorization

Authentication mechanism plays an important role in
the protection of IoT security and privacy. The existing
authentication mechanisms cannot provide fine-grained
verification [19, 25, 26]. For example, apps can download
malicious payloads when updated, and attackers can use
it to remotely control a device [21, 27]. Meanwhile,
there are also vulnerabilities in the permission model. A
common problem is over-privilege that permits the device
to access information without using all the required [28].
Besides, using the default configuration is also a source
of the permission problem. Furthermore, when a file and
directory are given inappropriate permission, an attacker
may exploit this vulnerability to create attacks in varying
degrees [19]. In a specific application scenario considered in
previous work, the smart card has vulnerabilities in remote
authentication, which may cause user information leakage
and tampered [27]. Additionally, because of the lack of
a perfect authentication mechanism in the smart home,
an attacker can perform unauthorized operations, such as
opening the door [21].

3.2 Middleware Layer

The middleware layer provides interfaces and service for
the application layer. Attackers can attack the service (e.g.,
Web service) to affect the application layer. The attack
on server and database will affect the information security
and operation security of the system. Attacks on the cloud
mainly aim at virtualization and data, which poses a huge
threat to the privacy of users. The target of the attack on
middleware layer is to destroy the quality of service and the
privacy of the users.

3.2.1 Flooding Attack in Cloud

This is one form of denial-of-service attacks in the cloud.
Here, attackers constantly send requests to a service in the
cloud, which depletes the resources in the cloud, thereby
affecting the quality of service [29–31]. For sophisticated
cloud systems, the side effects of such attacks can be
dramatically magnified [30]. When the cloud system
finds that the current service instance cannot meet the
requirements, it will transfer the affected service to other
servers. This will lead to increased work pressure on other
servers.

3.2.2 Cloud Malware Injection

The attacker can modify the data, obtain control, and
execute malicious code by injecting malicious service
instance or virtual machine into the cloud [29–31]. It is
mentioned that, for example, attackers copy and upload a
victim’s service instance, but malicious instance responds
to the request when some service requests victim’s instance
[29]. As a result, the attacker can obtain the sensitive data of
service.

3.2.3 Signature Wrapping Attack

Cloud system uses XML signature to ensure the integrity
of the service. The attacker modifies the eavesdropped mes-
sages without invalidating the signature [29, 30]. It is well
known that the Amazon Elastic Cloud Computing (EC2)
offers high-quality cloud services [29]. Moreover, EC2
offers SOAP interface to control the deployed machines.
Attackers exploit vulnerabilities in SOAP to modify eaves-
dropped messages. Furthermore, an attacker can execute
arbitrary commands and operations as legitimate users.

3.2.4 Web Browser Attack

In the cloud, Web browser is used to execute commands
on remote servers, such as authentication and authorization
commands [30]. But the browser itself cannot generate
encrypted XML tokens. Attackers exploit this weakness to
gain access without authentication [24]. The cloud service
based on Web service can generate some metadata, which
contain a large amount of content related to cloud service
and service implementation. Once the attackers obtain these
metadata, they may pose a threat to the cloud [30].

3.2.5 SQL Injection Attack

By embedding SQL statements into the input data, a
poorly designed program may be vulnerable to such attacks
[32, 33]. Attackers use these SQL statements for reading,
writing, and deleting operations. This kind of attack can not
only obtain the user’s private data but also threaten the entire
database system. When Web applications are attacked by
SQL injection, the current page shows different outcomes
compared to the true information [33].

3.3 Network Layer

There are many kinds of networks in IoT, including
the Internet and WSN. Different networks use different
protocols and devices, so the attacks on the network are also
diverse. The most common attack is the DoS attack which
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can exhaust network resources and affect the availability
of network service. The communication patterns can be
obtained by eavesdropping and analyzing the traffic through
the network. After obtaining the communication pattern, an
obvious attack a malicious agent can perform is the so-
called replay attack. Besides, there are specific attacks on
network node. By compromising a network node, attackers
can obtain the transmitted information and gain the control
of network, such as Sybil attack, replay attack, and man-in-
the-middle attack. The attack in the network layer can also
destroy network communication by using the vulnerabilities
of network protocols and network nodes.

3.3.1 DoS Attack

In network, a denial-of-service attack (DoS attack) is
accomplished by flooding the victim with requests, thereby
generating a large amount of network traffic [7, 10,
34, 35]. This type of attack can exhaust all available
resources, making network resources unavailable to users.
Furthermore, many unencrypted user information can also
be leaked [7]. Besides, a distributed denial-of-service attack
(DDoS attack) can combine multiple computers as an attack
platform and launch DDoS attacks on one or more targets.

3.3.2 Sybil Attack

A node in the system presents multiple identities to the
victim node, which allows victim node to execute an
operation multiple times, thus defeating redundancy [7,
34, 36]. In wireless sensor network (WSN), since the
attacker has multiple identities, victim node may transmit
information through compromised node leading to a longer
routing distance [34].

3.3.3 Sinkhole Attack

Attackers use comprised node attract data flow from nearby
nodes [7, 34, 37]. In [7], the system is fooled and considers the
data to have already reached its destination. In a WSN, the
attackermay usemalicious node to attract the network traffic,
and then the sensor data can be operated arbitrarily [34].

3.3.4 Sniffing Attack

Attackers use sniffer devices and applications to obtain
network information and then extract valuable data for the
further attacks [7, 38].

3.3.5 Traffic Analysis

Attackers deduce the pattern and load of communication, by
analyzing the number and the size of the transmitted data

packets [35, 38, 39]. The larger the number of packets that
can be analyzed, the more valuable information is available.
This type of attack can be applied to encrypted packets; its
communication pattern can also be analyzed. Three kinds
of information can be obtained from WSN through traffic
analysis [38]. First, an attacker can detect the activity in
the network. Secondly, an attacker can obtain the physical
location of wireless access points (APs). Finally, an attacker
can learn the information about the protocol type used in the
transmission process.

3.3.6 Replay Attack

Attackers obtain information between the two parties by
eavesdropping. The received messages are transmitted
repeatedly between the communication pairs, thereby
exhausting communication resources [16, 40, 41]. In RFID
technology, this attack often occurs in the communications
between reader and RFID tag. This type of attack not only
consumes computing resources between reader and tag, but
also consumes the resources of back-end database [40]. In
addition to the above effects, attackers can obtain reader
grant access by broadcasting radio signal [16].

3.3.7 Man-in-the-Middle Attack

This type of attack is a real-time attack, occurring between
two communicating victim nodes. The attacker disguises
a node as a legitimate node that communicates with two
victim nodes [7, 38, 41, 42]. The attacker gains the trust of
two nodes and obtains information about two victim nodes.

3.4 Perception Layer

Perception layer uses a large number of sensor technology
and identification technology. Sensor nodes usually use ad
hoc network technology to dynamically change the network
topology. Sensor nodes often use wireless communication
due to the diversity of deployment environment. In this
scenario, attackers can easily eavesdrop on communication
between nodes. Furthermore, the attacker can directly
access the related attributes of the device through physical
attacks, and then start further attack, such as tag cloning
and spoofing attack. RFID technology is widely used in the
perception layer, and attackers can destroy communication
between reader and RFID tag, e.g., through RF jamming.
The environment of perception layer is relatively restricted
by resource and power, so the node uses sleep to prolong
life. Attackers can keep the node in working state to
accelerate the consumption of the battery, such as sleep
deprivation attack. The attack of the perception layer
usually aims at destroying the data collection and the
communication.
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3.4.1 Unauthorized Access to the Tags

RFID systems lack effective authentication techniques, so
tags can be easily accessed by unauthorized attackers [7,
38]. Attackers can manipulate data. In wireless sensor
networks, once an attacker can access the network, he can
launch attack or use the network free of charge.

3.4.2 Tag Cloning

An effective attack involves cloning RFID tags. To do
this, the attacker can obtain the relevant information
through reverse engineering or directly from its deployment
environment [7, 10, 16, 40]. For example, previous work
[7] showed compromises where RFID reader cannot tell the
difference between original tag and compromised tag.

3.4.3 Eavesdropping

The attackers can easily eavesdrop the device and the
node of the perception layer, especially in the wireless
communications [7, 16, 40, 41, 43]. In a RFID system,
an attacker can use an antenna to record communications
between legitimate tags and readers [17, 38, 42]. For
example, unauthorized individuals can use the antenna to
record data passed between reader and tag [16].

3.4.4 RF Jamming

The attack device sends RF signals to interfere with the
communication between the legitimate tag and the readers
[7, 16, 40, 44]. An attacker can use RFID tag to interfere
with all the signals within its range, thereby preventing
reader from communicating with all tags [16]. This type
of attack can destroy the data collection process at the
perception layer.

3.4.5 Spoofing Attack

Here, the attacker disguises a tag as a valid tag, which gains
the same permission and service as the valid tag [16, 34, 40].
Consequently, they can cheat the reader and get the same
permissions as the legal tag. In previous work [16], it was
shown that in order to obtain the same permission as valid
tag, the attacker needs access to the communication channel
that is the same as original tag, and must have an in-depth
understanding of protocols and authentication. Note that
spoofing attacks may lead to packet loss in the transmission
process [34]. Furthermore, this type of attack would cause
nodes to resend the data, potentially increasing network
traffic significantly. It also accelerates the consumption of
node power, thus reducing the node lifetime.

3.4.6 Sleep Deprivation Attack

The device and node of the perception layer are limited by
the power of the battery. In order to prolong the lifetime, it
is necessary for the device to sleep when not working. This
type of attack attempts to subvert this process by constantly
sending control information to the device and keeping the
node in a working state [7, 45].

4 Application Scenarios

Application scenarios for the Internet-of-Things may
involve a diversity of domains, including industry, urban
infrastructure, smart environment, and healthcare domain
(c.f. Fig. 3). The attacks on these scenarios are diverse,
cross-cutting across many methods layers in IoT architec-
ture and involving integration and amalgamation of a variety
of attack methods. These factors increase the complexity of
analyzing IoT security. Additionally, in different application
scenarios, the attacker’s motivation may be different, e.g., in
a wearable application, the target might be access to sensi-
tive user data, while healthcare-related attacks aim at the life
safety of patients. The IoT security issues mentioned in this
section are complementary to the attack methods introduced
in Section 3.

4.1 Industry Domain

4.1.1 Automobile

Today’s automobiles are controlled by a number of elec-
tronic systems. The trend is expected to grow as the auto-
motive industry moves towards increasingly autonomous
vehicles. Unfortunately, while this provides convenience for
users and has the potential to improve road safety, it also
presents opportunities for some attackers [46, 47]. The auto-
motive systems contain the electronic control units (ECU),
the transmission control units, the engine control unit, the
telematics unit, the on-board diagnostics (OBD-II) port, and
several wireless technologies [4, 48–50], as shown in Fig. 4.
Attackers can use relay attacks to attack Passive Keyless
Entry and Start (PKES) systems for theft [50]. This type of
attack can relay messages between smart key and the car.
This attack is independent of authentication, encryption, and
protocol. In addition, attackers do not need to be close to
smart key to launch attacks. In addition to bypassing the
internal network security, attackers can also try to compro-
mise electronic control unit (ECU), telematics unit, brake
system, and engine system [48]. Moreover, the attacker can
use OBD-II port to inject malicious component into the car’s
internal network to launch further attacks. Previous work
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Fig. 3 IoT attacks based on application scenarios

[4] summarizes three attack classifications on the I/O chan-
nel: indirect physical access, short-range wireless access,
and long-range wireless access. The above attacks will pose
a serious threat to the driver’s life safety and social order.

4.1.2 Mining

Mine production is often accompanied by dangerous natural
disasters such as fire, gas, and floods. Protecting the safety

Fig. 4 IoT attacks based on application scenarios
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of mine personnel has become a top priority. The application
of IoT in mining includes a number of key technologies,
such as perception technology, identification technology,
WSN technology, and intelligent technology [51]. Using the
above technology can effectively detect the occurrence of
natural disasters and then advance warning. The IoT-related
attacks can also occur in mining areas, which pose a serious
threat to the safety of mining personnel.

4.2 Smart Environment Domain

4.2.1 Smart Home

Smart home technology uses home management system
to manage home devices and to achieve comfortable, safe
home environment. Smart home adopts a series of IoT
technology, such as sensor technology, communication
technology, and automatic control technology [52, 53], as
shown in Fig. 5. Users can communicate directly with home
appliances through mobile phones. Smart home technology
is targeted to make our life more convenient, save energy,
etc. However, it can introduce significant risk to security
and privacy. Attackers can directly compromise home
devices, thereby undermining the user’s security and privacy
[54]. In many existing SmartApps, its communication
with the device is accomplished by event. Due to the

lack of sufficient protection, sensitive information of users
can easily be obtained by attackers. Moreover, many of
the existing development frameworks of SmartApps have
vulnerabilities, and attackers can use these vulnerabilities to
achieve a variety of attacks [2, 21].

4.2.2 Smartphone

The combination of mobile terminal and IoT enables
consumers to interact with merchants conveniently and
obtain information related to goods. Because of the lack of
security authentication mechanism and a series of protection
mechanisms, the attacker can obtain sensitive data of the
user and even attack the mobile phone system and a series
of peripheral devices [55].

4.2.3 Wearable

There are many sensor nodes in wearable devices, which are
used to collect and transmit information. The information
includes sleep patterns, blood pressure, body temperature,
heart rate, and ambient environmental information [56].
Wearable devices may contain open program interfaces
and test points for multiple purposes [2, 57]. Attackers
use them to inject code to obtain the information of user.
More seriously, attackers can attack some medical related

Fig. 5 Architecture of a smart
home
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wearable devices, thereby threatening the patient’s life
safety.

4.3 Urban Infrastructure

4.3.1 Smart Grid

Smart grids provide technical support for the grid power
generation, transmission, substation, power distribution, and
scheduling [58]. They make extensive use of the perception,
communication, and data processing capabilities of the
IoT. The goal is to promote energy conservation and
emission reduction. Smart grids are based on two-way
communications and deploy large numbers of embedded
devices and sensors to provide intelligent service [59].
Unfortunately, these devices are vulnerable to malicious
attacks, which can affect the operation of smart grid and
the quality of power grid service. As the interconnectivity
of power grids increases, an attacker can collect personal
information and violate individual privacy as well.

4.3.2 Transportation and Logistics

With the increasing maturity of Internet-of-Things, its appli-
cation has recently spread to the fields of transportation and
logistics. The continuous development of key technolo-
gies of IoT promotes the development of intelligent trans-
portation, which can effectively alleviate the traffic prob-
lems, such as traffic congestion and traffic accidents [60].
Intelligent transportation combines IoT technology with traf-
fic management system to monitor and manage traffic.
Through the collection of road traffic information and
service information, the public can make efficient use
of transport facilities. In addition to the above func-
tions, the vehicles can be also perceived and protected.
The development of intelligent transportation also pro-
motes the development of other industries, such as intel-
ligent logistics [61]. Intelligent transportation has widely
adopted RFID technology, WSN technology, and iden-
tification technology, and its security and privacy prob-
lems become particularly prominent [54, 62–64]. Intel-
ligent transportation uses sensor technology to obtain
traffic emergency information. If an attacker obtains
this information, there can be catastrophic consequences.

4.4 Healthcare

The IoT has critical application prospects in the area of
health care. This domain can make use of the ability of IoT
applications to effectively collect, process, store, transmit,
and analyze data [54, 65]. For example, hospitals can
share medical data, device data, drug data, personnel data,
and management data; RFID technology can be used to

identify and locate patients and doctors; and the patient’s
condition can be monitored and the vital signs can be
collected in real time by means of wearable devices.
Furthermore, there are implantable medical devices, such as
implantable cardioverter defibrillator (ICD). Unfortunately,
these devices are also vulnerable to attack due to the lack of
effective security mechanisms. Attackers can use software
radio-based attacks to threat ICD devices, which will pose
a great threat to the patient’s life [3, 66]. At the same time,
the attacker can use RFID vulnerabilities to obtain patient
privacy information.

5 Challenges of Internet-of-Things Security

We now turn to some unique challenges to IoT security.
We consider challenges from three aspects: unreliable
communication, hostile environment, and inadequate data
and privilege protection.

5.1 Unreliable Communication

Because of the diversity communication media used in
propagating potentially sensitive data, IoT applications can
be vulnerability to a number of security vulnerabilities.
Each such vulnerability can be unique, based on the
medium involved. Wireless medium is one of the most
vulnerable candidates. Note that the nature of this medium
is broadcasting. Consequently, the transmission process
based on this kind of media is vulnerable to eavesdropping,
replay attack, and tampering attacks. The attacker can
also inject malicious code into the wireless routing node,
thereby affecting the communication of the whole wireless
network. Collision is also a problem in wireless networks:
even if channel is available, it cannot guarantee that the
communication is reliable. Another critical problem is
delay, particularly for applications that impose real-time
constraints. In complex environments, there is large-scale
deployment of sensor nodes via several ad hoc technologies,
making manageability a non-trivial issue. Finally, the
network topology is vulnerable to environment and node
failure, which can compromise the reliability of information
transmission.

5.2 Hostile Environment

In IoT applications, many devices and nodes are deployed
in a hostile environment, i.e., within physical vicinity of
the attacker. Attackers can consequently obtain information
about devices and nodes through physical access, which
can enable attacks such as tag cloning and, even worse,
can physically destroy the device directly. At the same
time, in the hostile environment, the energy consumption of
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device also has certain requirements, making the device is
resource-constrained. Attackers can exploit these constraint
sto launch a series of attacks, such as sleep deprivation
attack. Furthermore, resource constraints often preclude
application of sophisticated security framework and security
algorithms on such devices.

5.3 Inadequate Data and Privilege Protection

The issues of data security and permission have clear
correspondence with Internet-of-Things security. Because
of the lack of permission protection, the attacker can
remotely access and modify the data in the system.
The vulnerabilities with authorization, such as the over-
privilege, can allow attackers to perform unauthorized
operations. Users’ privacy is often easily violated due to the
lack of protection for user input. In addition, by exploiting
bugs on the program, attackers can inject malicious code
into the system and extract data.

6 Designing for Security: Challenges
and Approaches

In this section, we turn to an analysis of IoT security
assurance from the point of view of system design. First,
we analyze several requirements that must be met and
some countermeasures. Some key requirements are shown
in Table 1. Here, we elaborate on these requirements.

Table 1 IoT security requirements

Quality attribute IoT security description

Data integrity Data integrity ensures data integrity, reli-
ability, and correctness and confirms that
data has not been modified and destroyed.

Data confidentiality Data confidentiality aims at concealing
data from unauthorized individuals, thus
protecting users’ privacy and sensitive
data without being acquired by attackers.
Only legitimate users can access the
information.

Data availability Data availability is used to make sure that
resources (e.g., data and service) are available.

Authentication Authentication defines verification and
differentiation of identities that can access
entities. In IoT, authentication protocols
play an important role in the mutual
communication among different entities.

Authorization Authorization defines the process of
granting, denying, and restricting access
to entities. The authorization scheme
performs different operations according
to different entities.

6.1 Data Integrity

Data is easily captured and modified and can cause servers
to crash in the transmission process. Malicious nodes can
inject erroneous information into the network. At the same
time, hostile communication environment can also cause
loss of data. Checksum and cyclic redundancy check (CRC)
are usually used to detect or verify errors that may occur
after data transmission or storage. In addition, message
authentication code (MAC), digital signature, and version
control are also used to ensure the integrity of data.

6.2 Data Confidentiality

There are many ways to ensure data confidentiality.
The commonly used methods include access control
and data encryption. Data encryption is the process of
converting data to ciphertext such that the original content
(called plaintext) cannot be accessed until a certain
authorization (e.g., decryption key) is obtained. Commonly
used encryption algorithms are RSA, DSA, AES, etc. In
addition, access control is also a feasible method to control
access to system resources by identifying visitors’ identities.
However, due to the limited resources in IoT devices
or embedded devices, sophisticated data encryption and
authentication scheme cannot be fully applied, so it cannot
provide sufficient protection.

6.3 Data Availability

The availability of information resources is critical to users,
and this is an important step in ensuring the quality of
service (QoS). The goal of denial of service (DoS) attack
is to make the resources unavailable to users. An effective
way to ensure data availability is to provide multiple paths
for data transmission, thereby enhancing the ability of attack
detection. When a path is not available, other paths can also
provide service to ensure the QoS.

6.4 Authentication and Authorization

Authentication and authorization constitute critical first
defense against intrusion. Attackers often exploit the
vulnerabilities in authentication and authorization to access
the system. For example, in SmartApp, the attacker can
violate the privacy of the user because of the lack of
effective protection for user input. In addition, in smart
home, attackers can bypass authentication and authorization
mechanisms and can execute malicious operation on
intelligent devices in the home. The most common way to
solve these problems is to adopt a systematic access control
paradigm, such as role-based access control (RBAC). An
entity can play multiple roles and each role has different
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functions. The system manages access and permission
according to the role.

There are several ways to launch an attack in a
specific application scenario. For example, the attacks on
the SCADA system can be launched from the software
level and the hardware level. An attacker can physically
access the system to modify the data, and even if the
emergency has occurred, it will not trigger the actual
alarm mechanism. Moreover, an attacker can modify the
display value to delay human response to an emergency.
From the software level, attackers can also exploit program
vulnerabilities, such as buffer overflow, SQL injection, and
other attack methods to destroy the system. In addition, the
attacker can also use the vulnerabilities in communication
protocol. Because SCADA has real-time requirements for
information processing, attackers can delay important data
in emergency situations by using flood attack, which may
lead to an uncertain disaster. Therefore, in the design of
security mechanisms and security framework, we must
consider not only specific attack methods but also the
integration of a variety of attack methods, from a more
comprehensive perspective to deal with IoT security issues.

7 Conclusion

The IoT technology has changed people’s life style due
to information collection, communication, and processing
abilities. In the development of the Internet-of-Things, one
of the major obstacles is security and privacy issues. IoT
attacks may cause privacy violation and threaten people’s
life and privacy safety. Protecting the privacy of users has
become another important challenge in the development of
IoT. Many researches focus on IoT security and privacy, but
the countermeasures presented in these research often aim
at a particular type of attack. Therefore, it is necessary to
consider the IoT architecture as a whole and provide holistic
protections.

In this paper, we discuss the security threats and privacy
concerns in each layer of the IoT architecture. We discussed
two attack classifications, one based on the IoT architecture
and another based on application scenarios. The attack
in IoT is analyzed according to different classification
standards. The security of each layer on the IoT architecture
should be implemented at the same time. Significant further
research is required to design a comprehensive security
mechanism for the entire IoT architecture.
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