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ABSTRACT
We consider how the I-V characteristics of emerging tran-
sistors (particularly those sponsored by STARnet) might be
employed to enhance hardware security. An emphasis of
this work is to move beyond hardware implementations of
physically unclonable functions (PUFs) and random num-
ber generators (RNGs). We highlight how new devices (i)
may enable more sophisticated logic obfuscation for IP pro-
tection, (ii) could help to prevent fault injection attacks,
(iii) prevent differential power analysis in lightweight cryp-
tographic systems, etc.

CCS Concepts
•Security and privacy → Hardware-based security
protocols; •Hardware → Emerging architectures;

Keywords
Hardware security, emerging transistors, tunnel transistor,
TFET, SymFET, NCFET, IC camouflaging, polymorphic
logic

1. INTRODUCTION
Like performance, power, and reliability, security is be-

coming a critical design consideration. As a representative
example, hardware security threats in the integrated cir-
cuit (IC) supply chain, including hardware counterfeiting, IP
piracy, and reverse engineering cost the US economy more
than $200 billion annually [17]. Problems are further exacer-
bated by the rapid growth in the “Internet of Things” (IoT).
This paper will highlight how emerging transistor technolo-
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gies can enhance existing hardware security primitives, and
also lead to new hardware security primitives.

More specifically, we highlight how emerging transistor
technologies could impact encryption engines. We consider
not only how new devices could lead to more sophisticated
and robust encryption ciphers in resource constrained envi-
ronments, but also how new devices may make said ciphers
more resilient to attacks such as differential power analy-
sis (DPA). We also include a discussion of how unique I-V
characteristics offered by beyond CMOS transistors can en-
able new hardware security primitives that could facilitate
IC supply chain protection, help prevent/stop side-channel
attacks, etc.

Presently, most emerging technologies being studied in
the context of hardware security are related to designing
physically unclonable functions (PUFs) and random num-
ber generators (RNGs) [30]. However, most PUF and RNG
designs leverage larger device-to-device variations in emerg-
ing technologies. Ironically, said variations often represent
shortcomings when viewed through the lens of an original
device target – i.e., reliable digital logic or memory. In con-
trast, we will discuss emerging transistor technologies for
hardware security related applications that are not RNGs
or PUFs, and do not inherently rely on device variations as
a means to an end.

2. BACKGROUND
Here, we review hardware security needs and challenges,

and the transistor technologies that form the basis of our
work.

2.1 Hardware security needs and challenges
To reduce design costs and increase profits, IC manufac-

turers are continuing to outsource low-profit services (e.g.,
manufacturing) to offshore facilities. While such outsourcing
may reduce total cost, it has exacerbated security concerns.
Below, we review ways that emerging technologies may help
to alleviate the following threats: (1) Hardware finger-
printing and authentication can protect hardware intel-
lectual property (IP) cores against reverse engineering [10].
PUFs have frequently been suggested for the authentication
process [33]. However, modeling methods have been devel-
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Figure 1: Mapping unique I-V characteristics of emerging transistor technologies to security needs/threats. We particularly
note (a) the I-V characteristics of a SymFET device for different top, back gate voltage combinations and (b) Tunable
hysteresis in an NCFET.

oped to predict the PUF responses, which adversely affects
this approach [35]. (2) Camouflaging [11] relies on layout-
level obfuscation that makes it difficult to decipher a circuit’s
structure via reverse engineering [32]. That said, CMOS
camouflaging gates often bring significant performance over-
head, area increases, etc – e.g., a XOR+NAND+NOR cam-
ouflaging gate has 5.1X-5.5X higher power, 1.1X-1.6X higher
delay, and 4X higher area compared to a conventional NAND
or NOR gate [32]. Moreover, [27] has suggested that SAT-
based techniques could be employed to determine circuit
functionality within minutes. (3) Counterfeit ICs have
recently found their way into safety-critical and military
applications [36]. Solutions for detecting counterfeit prod-
ucts are limited. PUFs, aging sensors, etc. [36], often
incur high power and area costs. We are also concerned
with (4) side-channel analysis and fault injection at-
tacks where adversaries can recover internal signals lever-
aging static/differential analyses on side channels such as
timing, power consumption, and electromagnetic emissions
– all without any physical intrusion. Again, most counter-
measures incur a high performance overhead [7].

2.2 Device characteristics of interest
In Fig. 1 we illustrate how post-CMOS devices could ad-

dress hardware security needs. (i) Security needs/threats
are summarized at the top-level, (ii) the next level cap-
tures what hardware primitives might be employed to ad-
dress said concerns/needs, (iii) the third level illustrates
what device I-V characteristics may lead to efficient imple-
mentations of said primitives, while (iv) the bottom-level
indicates what device concepts may lead to desired I-V char-
acteristics. A given device may ultimately address multiple
security needs/threats.

New transistor technologies may also offer other “added
value.” For example, as will be discussed, improved sub-

threshold swings can lead to lower power circuits, which
could lead to implementations of current mode logic (CML)
in resource constrained environments to protect against dif-
ferential power analysis (DPA). Due to space limitations, in
this paper we particularly focus on device technologies that
exhibit tunable polarity, hysteresis, and steep slopes.

2.2.1 Tunable Polarity
In many nanoscale FETs, the superposition of n-type and

p-type carriers is observable under normal bias conditions.
The resulting ambipolarity exists in various materials [12],
[25], [18]. By controlling ambipolarity, device polarity can be
adjusted/tuned post-deployment. Transistors based on car-
bon nanotubes [22], graphene [19], silicon nanowires (SiNWs)
[20], and transition metal dichalcogenides (TMDs) [13] all
have configurable polarity.

As representative examples, with SiNW FETs, operation
is enabled by the regulation of Schottky barriers at the
source/drain junctions. A control gate (CG) turns a de-
vice on and off via a gate voltage (i.e., as would be done
in a typical MOSFET). A polarity gate (PG) in proximity
to the source/drain (S/D) Schottky junctions can then be
used to switch device polarity between n- and p-type post-
fabrication. Logic gates can still be readily cascaded as input
and output voltage levels are compatible [14].

Ambipolarity is also possible with TFETs as different dop-
ing types for drain and source are used (i.e., if an n/i/p dop-
ing profile is employed [37]). A TFET can function either as
an n- or p-type device by properly biasing the n-doped and
p-doped regions (as well as the gate). With this approach,
no polarity gate is needed in this case.

2.2.2 Tunable Hysteresis
The phrase tunable hysteresis implies that (i) a device’s

I-V curve may contain a hysteresis loop, and (ii) a device’s
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(a) (b)

Figure 2: (a) The universal diagram of CML circuits (b)
Schematic of the TFET-based CML inverter.

hysteresis loop can be moved to different locations along the
applied voltage levels, or be made to disappear altogether.
In this work, the negative capacitance FET (NCFET) will
be considered as a test bench (see starred plot in Fig. 1). To
fabricate an NCFET, a ferroelectric (FE) material is added
to the gate stack of a MOSFET. The high polarizability
of the FE material provides a nonlinear capacitance which
becomes negative under certain electric field values. This
in turn enables step-up voltage conversion of the applied
gate bias to the surface potential leading to switching slope
(SS) steeper than 60 mV/decade. By varying the gate stack
material composition, NCFETs can be made with or without
hysteretic behavior. One can also fabricate an NCFET that
has hysteresis or does not have hysteresis by changing the
thickness of the FE material.

2.2.3 Bell-Shaped I-Vs
Emerging transistor technologies may also exhibit bell-

shaped I-V curves [6, 28, 21]. While useful hardware secu-
rity primitives may be enabled by such a characteristic (see
[3, 4] for further detail), this approach is not considered fur-
ther in this paper as relative to the other approaches to be
discussed, devices are not as mature.

3. TFET CURRENT MODE LOGIC
Current mode logic is a differential digital logic family [38,

7]. A CML gate is essentially comprised of (i) a tail current
source, (ii) a current steering core, and (iii) a differential
load. The constant current is switched through the differ-
ential network of input transistors, and the reduced voltage
swing on the two load devices serves as the output. Of par-
ticular interest is the fact that the power consumption of a
CML circuit is stable, which can serve as a valuable coun-
termeasure when considering a DPA attack [1, 2, 7].

A schematic of a ”generic” TFET-based CML circuit –
that includes a pull-up network and a pull-down network
– is illustrated in Fig. 2a. In more detail, we consider a
TFET-based current mode inverter/buffer circuit (Fig. 2b)
as a representative example. As first discussed in [5], IN and
IN b are differential inputs.
A constant drive current is provided by transistor M5,

which is also tunable by the gate bias voltage Vbias. To-
gether with M5, transistors M3 and M4 can be used to
charge and discharge the output pair OUT1 and OUT2. If

0 0.5 1.5 2

−120

−60

0

1
Time( s)

C
u
rr
en
t(
u
A
)

0 0.5 1 1.5 2

−120

−60

0

60

C
u
rr
en
t(
u
A
) Static

CML

Figure 3: The current traces between static XOR and CML
XOR.

IN is logic 1, (i) M1 is turned on, (ii) the constant current
IC flows through the left-handed path, (iii) OUT1 discharges
to a value between VDD and GND, and (iv) OUT2 charges
to quasi-VDD. (Again, logic 0 is commonly defined as half
VDD, and logic 1 is close to VDD.) If OUT1 is extracted
as the output pin and the inverted OUT2 is extracted as
complementary output pin, the circuit performs a logical in-
version. (Alternatively, the structure can serve as a buffer if
pin assignments are switched.)

Turning to hardware security, with static CMOS, differ-
ential power analysis is based on the power consumption
during circuit transition. Power is consumed when a output
undergoes a 0→1 (or 1→0) transition. Because of this sym-
bolic characteristic of static logic, a cryptographic algorithm
is vulnerable to DPA attack. Alternatively, a CML circuit is
naturally resilient to a DPA attack considering the relatively
constant power consumption for almost any transitions.

As an example from our prior work [5], we consider the
power traces for TFET-based static XOR gates, and the
TFET-based differential style XOR gates (see Fig. 3). The
TFET CML XOR gate dissipates almost constant power (in
contrast to the significant power overshoot of the static XOR
gate). Put another way, the TFET static XOR gate leaks
information that an attacker may use to identify the internal
activity of a cryptographic system, while the CML gate pro-
vides little to no information about logical state transitions.
When translated to the application-level, a study in [5] sug-
gests that TFET-based current mode logic (CML) can both
improve DPA resilience and preserve low power consump-
tion in lightweight cryptographic ciphers (KATAN32). Com-
pared to the CMOS-based CML designs, the TFET CML
circuit consumes 80% less power while achieving a similar
level of DPA resistance [5].

4. HARDWARE SECURITY VIA TUNABLE
POLARITY

The ability to dynamically change the polarity of a tran-
sistor opens the door to defining the functionality of a layout
or a netlist post fabrication. While field programmable gate
arrays (FPGAs) might also be employed, we believe that the
above approach offers a path to ASIC-like performance. We
briefly review SiNW FET and TFET-based primitives [3, 4]
that could be used to enable IP protection, help to prevent
IP piracy, and to counter hardware Trojan attacks.

4.1 Polymorphic logic gates
Polymorphic logic circuits (the terms ”logic locking” [34,
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Figure 4: (a) SiNW-based NAND [3]; (b) SiNW-based NOR
[3]

31, 15] or ”logic encryption” might also be used) could en-
crypt logic functionality such that even if an entire netlist
were available, an adversary would still not be able to easily
decipher a chip’s true functionality. With CMOS technology,
such circuits have been notoriously difficult to implement ef-
ficiently.

To help prevent IP piracy, in [3, 4], we introduced SiNW
FET based polymorphic gates. If the control gate (CG)
of a SiNW FET is connected to a normal input, while the
polarity gate (PG) is treated as the polymorphic control
input, we can easily change the circuit functionality (without
a performance penalty). For example, per Fig. 4a and Fig.
4b, a SiNW FET based NAND gate can be converted to
a NOR gate. However, a CMOS-based NAND cannot be
converted to a fully functioning NOR by switching power
and ground.

We have recently designed TFET-based polymorphic logic
circuits as well [9]. Fig. 5a and Fig. 5b show a 2-input
polymorphic NAND/NOR gate. By properly biasing the
gate, the n-doped region, and the p-doped region, a TFET
device can function either as an n-type or p-type transistor.
The circuit behaves like a NAND gate if the n-doped region
of the two parallel TFETs is connected to VDD, and the p-
doped region of the bottom TFET is connected to GND.
With opposite connections, the circuit functions as a NOR
gate. By using two MUXes (one at the top and the other at
the bottom) to select between the two types of connections,
the circuit then functions as a polymorphic gate where the
control to the MUXes forms a 1-bit key. Simulation results
[9] indicate that the circuit functions as intended.

Using low-cost polymorphic logic gates based on SiNW
FETs or TFETs, we can design functional modules that only
perform a desired computation if properly configured – e.g.,
if one were to design an ASIC’s datapath using said modules,
it would only function correctly if a ”key”(configuration bits)
were supplied. Thus, IP cloning and IP piracy could be
prevented with extremely low performance overhead.

4.2 Camouflaging Layout
IC camouflaging is used to secure the CMOS fabrication

process. However, with CMOS camouflaging layouts, signif-
icant increases to both power and area (in order to achieve
useful levels of protection [32]), and adverse effects such

(c)(a) (b)

Figure 5: TFET polymorphic (a) NAND/ (b) NOR gate
and simulation result [9]

(a) (b)

Figure 6: (a) NAND-LiM based on pseudo-NMOS logic; (b)
AND/NAND-LiM based on DyCML.

as decreased circuit reliability are typically incurred. More
quantitatively, a CMOS camouflaging layout that can func-
tion either as an XOR, NAND or NOR gate requires at least
12 transistors. In our recent work [3, 4], we have shown
that by leveraging tunable polarity, just 4 SiNW FETs are
required to build a camouflaging layout that can perform
NAND, NOR, XOR and XNOR operations.

5. HARDWARE SECURITY LEVERAGING
ATYPICAL SWITCHING BEHAVIORS

Post-CMOS devices with tunable hysteresis could enable
a device to be dynamically configured as either a switch
or a non-volatile storage element. An immediate conse-
quence of such a device is the potential to design simpler
and more power efficient logic-in-memory (LiM) cells. From
the perspective of security, this could reduce communication
between a CPU and memory, which in turn could make a
circuit less vulnerable to memory-based attacks during com-
munication [16]. LiM cells can also help to reduce overhead
incurred by key access and verification via storing the keys
in LiM cells.

We have recently designed several different LiM cells using
NCFETs. Fig. 6a shows an example of a LiM cell (perform-
ing a NAND function) based on the pseudo-NMOS logic
style. The circuit has two modes – update mode and hold
mode. In the update mode (i.e., Write_EN= 1), the Y input
is written into the NCFET, and the output realizes the logic
function of Z= X · Y. In the hold mode (i.e., Write_EN= 0),
the circuit outputs Z= X · S, where S is the bit value stored
in the NCFET which remains unchanged. The pseudo-
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NMOS design may lead to relatively large leakage, but sim-
ilar CMOS-like designs can also be obtained. Fig. 6b shows
an AND/NAND-LiM cell design based on the dynamic cur-
rent mode (DyCML) style. Similar to the circuit in Fig. 6a,
this circuit also has an update and hold mode. In the hold
mode (i.e., Write_EN= 0), the circuit outputs Z= X · S and
Z = X·S where S is the bit value stored in the NCFET. In
the update mode (i.e., Write_EN= 1), Y and Y are written
into the two NCFETs, respectively, while output does the
same evaluation as in the hold mode.

Our preliminary work in exploiting atypical switching be-
haviors for hardware security reveals exciting opportunities
that certain post-CMOS devices can provide to enhance De-
sign for Assurance (DFA). As suggested in [9], devices with
tunable hysteresis offer several unique functionalities that
are difficult to obtain from MOSFETs. For example, a de-
vice can be readily changed from being a non-volatile storage
element to a switch. This property could help achieve logic
obfuscation. Also, the retention time of such a device as a
non-volatile storage element can also be tuned which may
be exploited for tamper resistant circuitry.

To exploit the capability of NCFETs being either a stor-
age element or a switch, we will investigate NCFET-based
efficient design obfuscation on both combinational logic and
sequential logic. In [8, 29, 23], the authors have proposed
techniques that use finite state machines (FSMs) together
with some combinational logic to help obfuscate an IP de-
sign. Thus, one possible approach is to employ NCFETs to
implement such FSMs. For example, if we leverage the de-
sign concepts of the LiM cells discussed above to construct a
FSM, the FSM behavior can be tuned, hence providing an-
other level of obfuscation. The mode control (between being
a storage element or a switch) then becomes the encryption
key. To ensure that this approach is effective, a thorough
study is required to address challenges that include: (i) de-
veloping more area and power efficient NCFET based FSMs,
and (ii) determining how the placements of these NCFETs
impact security levels and other traditional metrics such as
power and delay.

The other security need that this work could address is re-
sisting denial-of-service (DoS) attacks and differential power
analysis (DPA). DoS attacks can be deployed on energy con-
strained systems. Sleep deprivation attacks [26] and multi-
level authentication methods [24] have been proposed to
counter such attacks. LiM cells, if used both to store the
security key and for authentication, could provide an ex-
tremely energy efficient authentication process through close
integration of memory and logic. Also, as noted earlier, Dy-
CML has been widely studied for countering DPA based side
channel attacks (e.g., [38, 7]). The DyCML based NCFET
LiM cells introduced in our recent work not only achieves
balanced power traces but also can be readily integrated
with memory components. In future work, we will evaluate
these LiM based security primitives in terms of their ability
to satisfy the identified security needs as well as energy and
performance.

6. CONCLUSIONS
In closing, we have discussed some of our initial work to

leverage the unique I-V characteristics of emerging transis-
tor technologies to help enhance/improve hardware security.
We emphasize that it is of the utmost importance that any
such design space exploration work be done in close con-

junction with scientists and engineers working to develop
new devices – i.e., to ensure that (i) any circuit design ef-
forts, etc. reflect the true capabilities of the device (e.g,.
with respect to reproducible behavior) and (ii) useful and
reproducible I-V characteristics (for the purposes of hard-
ware security) are not ”optimized away” as a device evolves.
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